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This paper investigates the problem of memory-based event-triggered fuzzy control for
cloud-aided active suspension systems (ASSs) against deception attacks. A novel
memory-based event-triggered mechanism (ETM) which is sensitive to deception attacks
is proposed. Compared to the general ETM, the system under the memory-based ETM
has a higher average data releasing rate during deception attacks and external disturbance.
Therefore, a better suspension performance of the cloud-aided ASS can be obtained.
Meanwhile, the system without deception attacks can maintain a lower average data
releasing rate, thereby reducing the occupation of the network resource. Moreover, such
a memory-based ETM can mitigate the occurrence of wrong triggering event that is gener-

ated by some abrupt variation of the input of ETM. Sufficient conditions that guarantee the
desired performance of cloud-aided ASSs are derived. Finally, an example of quarter-
vehicle suspension system is provided to verify the effectiveness of the proposed method.

© 2020 Elsevier Inc. All rights reserved.

Deception attacks

1. Introduction

In the past decades, a lot of efforts have been made to the cloud-aided vehicle suspension systems [32]. Under the frame-
work of cloud-aided ASSs, abundant computation and data storage resources can be taken from the cloud to facilitate the
implementation of predictive, optimal, and cooperative driving strategies. Compared to traditional vehicle suspension sys-
tems, a cloud-aided vehicle suspension system is much more cost-effective since it requires less quantities of complicated
electronic devices for each vehicle. Moreover, cloud underpins a vast number of services including various high-performance
cloud applications, therefore, the users can save a large amount of development cost. Cloud-aided ASSs signal transmission is
via wireless network which may induce many new problems in control design, such as, the issues of limited bandwidth
[24,30,35], cyber-attacks [13,5,2,7,1,36], etc. Meanwhile, the suspension performance, such as, ride comfort, road holding
and suspension deflection are still needed to be taken into account in the design of traditional ASSs. It is noted that these
network-induced problems may lead to a worse suspension performance for cloud-aided ASSs when using the traditional
control design methods. Extensive research has been conducted on these meaningful and challenging issues, for example,
[22,23,37], and the references therein.

The transmission protocol with periodic sampling and releasing is commonly utilized for the control of cloud-aided ASSs.
The sampled-data H,, control was studied for ASSs in [6,10]. This transmission protocol is often called time-triggered
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mechanism (TTM). The worst situation should be taken into account in setting the sampling and releasing period. Under this
scenario, many sampling, releasing and computation are unnecessary for control systems. The ETM has been widely inves-
tigated in the past decades, by which data packets are released only when the triggering event occurs [15,14]. The average
data releasing period can be largely extended under the ETM. Therefore, the limited network bandwidth can be mitigated for
the networked control systems (NCSs) by using ETM [28,29,33]. In [32], the authors investigated distributed H, filtering for a
semi-vehicle ASS based on the ETM. To make the data releasing rate more suitable for control system, it is expected to design
a reasonable ETM from the following two ways: the one is threshold, the other is triggering function. It is known that the
threshold of the ETM plays a crucial role in the data releasing rate, which may further affect the control performance. The
threshold is generally set by a predetermined constant, for example, in [28,31,4,19]. The authors proposed adaptive ETMs in
[9,12]. Threshold of this kind of ETM dynamically varies with the state of the system.

Notice that most of the existing results regarding the ETM design use the current sampling data and the latest releasing
data as the input of the ETM. In fact, the historical information is more helpful to improve the overall performance of the
control system. However, few results with respect to the ETM use historical data to decide the next releasing instant for
the T-S fuzzy based suspension systems, which motivates the current study.

The signal of cloud-aided ASSs is transmitted via the cloud, which is vulnerable to attacks launched by adversaries [27].
The main purpose of malicious attacks on the control system is to deteriorate or even destroy control systems besides steal-
ing information of the system. Among attack modes, deception attack is one of the most common modes [20,25,3]. Under
this type of attack, adversaries inject the false data into the transmission data. In view of the limitation of attack energy
and avoidance of detection, the attack signal is usually bounded or does not deviate much from the transmitted information.
Moreover, the attack is launched randomly. Nevertheless, it may lead to deterioration of suspension performance. Therefore,
it is extremely essential to investigate cloud-aided ASSs subject to deception attacks. In order to get a desired suspension
performance when cloud-aided ASSs suffer from deception attacks, more data packets are needed to adapt this situation,
which requires the ETM to generate more triggering events during deception attacks. However, few literature focuses on this
issue, which is another motivation of this study.

Motivated by the above discussion, this paper is concerned with fuzzy H., control for cloud-aided uncertain ASSs against
deception attacks. Taking the uncertainty of sprung mass into account, the ASS is modeled as a T-S fuzzy model. Based on this
T-S fuzzy model, the memory-based fuzzy control strategy together with the memory-based ETM is proposed to ensure the
suspension performance for cloud-aided ASSs subject to deception attacks. One of the main contributions of this paper is to
propose a novel memory-based ETM from the following two aspects: 1) The past releasing information is introduced as the
ETM input, by which wrong triggering events can be reduced since the error item in the new memory-based ETM uses the
average information; 2) The improved triggering function is more sensitive to deception attacks, that is, the average data
releasing rate during deception attacks is higher than other periods. Much more control information can be achieved so
as to get a better suspension performance. Another main contribution is to construct a novel memory-based fuzzy control
strategy, under which the suspension performance of cloud-aided ASSs can be further improved, especially for the settle
time of main ASSs indicators.

The rest of this paper is summarized below. The system description and problem formulation are given in Section 2. Sec-
tion 3 provides the control design of cloud-aided ASSs subject to deception attacks based on the model in Section 2. Section 4
demonstrates the design results by a simulation example. Section 5 summarizes the paper.

2. Problem Formulation
2.1. System description and performance indicators

A quarter-vehicle ASS is shown in Fig. 1. The kinetic equations of the system can be expressed by the following model [10]

{ MsZs(t) + Cs[Z5(t) — Zu(8)] + ks [25(8) — zu(t)] = u(t)
MuZy (t) + Cs[2u(t) — Zs(6)] + ks[zu(t) — z5(6)] + ke[zu(£) — z:(E)] + ce[zu(t) — Z:(£)] = —u(t)

where the symbols are be listed in Table 1.

Similar to [11], we evaluate the performance of the ASS from the indicators of ride comfort, road holding and suspension
deflection, which is depicted in Table 2.

In Table 2, Z,(t) in indicator i) is a body acceleration; the indices ii) and iii) are considered from the stroke of mechanical
structure points of view and driving stability, respectively. z,q is the given allowable stroke of mechanical structure and
(m, + ms)g is the static load, where g denotes gravitational acceleration [8].

To simplify the representation, we define the following state variables based on the above discussion:

X1(t) = z5(t) — zy(t), x2(t) = z,(t) — z:(2),
X3(t) = Zs(t)7X4(t) = iu(t),l](t) = is(f),

T
() = 50 Glgdo] .

(1)
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Fig. 1. A cloud-aided quarter-vehicle active suspension system.

Table 1
Symbols of the ASS
Symbol Quantity Symbol Quantity
mg sprung mass my unsprung mass
Zr road movement input Cs damping of suspension
ks stiddness of suspension system ke compressibility of tyre
ct damping of tyre Zs movements of sprung masses
Zy movements of unsprung masses u actuator force
X1 suspension deflection Xo tyre deflection
X3 sprung mass velocity Xq unsprung mass velocity

Define x(t) = [x](t) xI(t) x§(t) x}(b) }T, and o(t) = z.(t) which represents the road disturbance, and then the dynamic of
the suspension system in (1) can be expressed as

x(t) = Ax(t) + Bu(t) + Do (t)
Z](f) = C]X(t) (2)
Zz(t) = sz(t)

where

0 0 0 1

= ks Cs Cs )
mg ms ms
ks ke Cs Cs+Ct
my my my my
1 1 T
B— [0 0 L 7m—u] ,
ks _ G Cs
G = [ ms 0 ms ms]’
L 0 00
C — max
*“lo : 0|
(my-+ms)g

D=[0 -1 0 &]".

my
Taking the fact of the uncertainty of sprung mass (ms(t) € [Msmin, Msmax]) into account, we utilize T-S fuzzy modeling
approach here by introducing mL(t) as a premise variable which is denoted by &(t),i.e. £(t)2 m:(t).
Define the membership functions y, (£(t)) and u,(&(t)) as

1 _m, ms—ml
(&) =20 = () = =20

ms — s ms — M



4 X. Sun et al./ Information Sciences 543 (2021) 1-17

Table 2
Performance evaluation of the ASS
Indicator Constraint condition
i) ride comfort E{IZ(0)]l5} < Y2 E{llo(®)], }
ii) suspension deflection E{|zs(t) — zu(t)|} < Zmax
ii) road holding E{ke(|zu(t) — z:(0))]} < (My + my)g

where m; = 71— m = ;1. Obviously, i (&(t)) + f, (£(1)) = 1.
Similar to [11], the suspension system in (2) can be represented by the following T-S fuzzy model:
Rule i: IF &(t) is p(£(t)), THEN

x(t) = Aix(t) + Biu(t) + Da(t).

Fuzzy blending allows to infer the overall fuzzy model as follows

ZM NIAX(t) + Biu(t) + Do (1))
Zu, £))Crix(t) 3)

Z:uz CZIX

Remark 1. If more physical quantities are considered to be various, for example, m, is also a time-varying quantity, the T-S
fuzzy model of the system in (2) will extend to be more complicated.

2.2. The structure of could-aided ASSs

As shown in Fig. 2, the control signal of suspension systems is transmitted over the cloud network which may induce the
problem of limited network bandwidth and cyber-attack. In this subsection, a novel memory-based ETM is introduced to
mitigate the burden of network bandwidth and deception attacks.

2.2.1. Memory-based ETM
By introducing the ETM, the can save much network communication resources. However, few existed approaches of the
ETM use the past information. Before proposing a new memory-based ETM to deal with such a problem, we first give the
following definitions for m=1,2,3
X(te morh) = Xtk me1 h)2+x(rkh+lh) 7
em(t) = X(tk m+1 h) - 7(tk—m+1 h)7

3
1
= §ZX Lk m+]h
m=1

3
= Zimem
m=1

W(t) = MT( YO (t) + 5 [07 () DI (£) + 95 ()P (1)],
Z)meT (t)Den (1) — (1)

where h is a sampling period, {t;h},-, is the monotonic increasing sequence of releasing instants, [ = 0,1,2,..., 61,6, and A
are given weighting scalars, and ® is a weighting matrix to be designed. Then the next releasing instant can be defined by

terh = tch + max {(I + 1Ay (t) < 0} (5)

which means that when the event-triggering condition v(t) < Ois invoked, the data-packet at this sampling instant is needed
for the control of suspension system, while the packets at instants tyh + lh are discarded with [=1,2,---,[y2 m)a)é{l} for
<

€ [th, tiah).
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Fig. 2. The structure of the cloud-aided suspension systems.

Remark 2. From (4), one can see that the past information x(t;_p,,1h) withm = 0,1, 2 is used for ETM, which may bring the
following advantages: i) the error triggering event arousing from accidental abrupt state variation can be mitigated, such as,
gross error in measurement; ii) the releasing period can be smoothed.

Remark 3. Let m = 1, the input of ETM will reduce to the memoryless ETM, that is, no historical information is used, while
excessive historical information will occupy more computation and memory resources. Therefore, in this study, we select
m=3.

Remark 4. The item % [9] (£)®9,(t) + 95 (t)®9; (t)] in the event-triggering condition can increase the sensibility to deception
attacks, thereby leading to a large data-releasing rate during attack periods. Therefore, such an item is useful for getting a
better control performance of the system against cyber-attacks.

Remark 5. In (4), §; belongs to [0,1), and J, > 0 is a weight scalar. If one sets m = 1 and §, = 0, the ETM turns to be the
traditional ETM, such as the ETM in [28]. If §, takes a large positive value, small variation of the state within a certain time
interval will result in a large average data releasing rate during this period.

2.2.2. Fuzzy state feedback control
Taking the memory-based ETM into account, we construct the following fuzzy controller
Controller Rule j: IF &(ty . 1h) is uj’Fm(g’(tk,mHh)) THEN
u(t) = KjmX(tg-m+1h)

where Kj(j € {1,2};m € {1,2,3}) are the control gains to be determined.
Then the memory-based fuzzy state feedback control strategy is considered as follows

2 3
u(t) = > " (E(tk-mer ) KimX(te-mi1h) (6)
j=1m=1

for t € [tyh + Tk, te1h + Tre1), Where Ty is the network induce delay at instant .
Similar to [26,16], here, we suppose the membership functions satisfy

Mt h) > i1 (E0). !

For brevity, we define uf = p,(£(t)) and g™ = ™ (&(t_my1h)) in the next.
The control signal is vulnerable to attack when transmitted over the network. The adversaries inject false data f(t) into
the transmission state, which can be modeled by
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x(tch) = x(tch) + f(teh) (8)
where f(t) is assumed to satisfy [21]
M (0)]], < [LX(E)[],- 9)

To avoid being detected from the adversaries point of view, the attack signal is injected in a random way, meanwhile
some attack signal fails to inject. Then the real control input is expressed by

i

2 3
u(t) =(t) + > otiemith)Kinf (te-me1h) (10
j=1m=1

where o(t) is a random variable satisfying Gaussian distribution with E(c(t)) = & and Var(ax(t)) = &.

2.3. The closed-loop control system of cloud-aided ASSs

Denote 7, with an upper bound 7 as a network-induced delay at tih. It is hold that [t h + T, ty1h + Thy1) = Uf“ﬁo Xl[k with
lek = [teh+1h + T}, tith + Ih+ h + 7)), We define 7(t) =t — tgh — lh for t € Xik- It yields that

k+1
0<t(t)<h+T=1y. 11
From the definition (4) and (11), we can obtain
X(tiemirh) = x(t — (b)) + 2em(t). (12)
Combining (3), (10) and (12), we get the following closed-loop model of the cloud-aided ASS

3

2 2
X)) = D3N ptpkm [Ax(t) + BiKjmx(t — T(t)) + 2BiKjmenm(t)

i=1 j=1m=1

+OC(tk,m+1 h)Binmf(fk,mHh) + U)(f)]

) (13)
a(t)= Y MO
i=1

2
L) = > HCax(t)
P

Then the main objective of this study is to design a resilient controller for the cloud-aided ASS based on the memory-
based ETM, such that the cloud-aided ASS suffering from the false data injection can maintain a certain level of the perfor-
mance, which is evaluated from the indicators including ride comfort, suspension deflection and road holding (see Table 2).

3. Main results

In this section, the resilient controller will be designed for the cloud-aided ASS based on the proposed memory-based
ETM. The main purpose of this design is to guarantee the performance of the cloud-aided ASS subject to deception attacks
and to decrease the data-releasing rate.

Theorem 1. For given positive scalars im, Tm, p;, pj, &, & and ¢;, and matrices Kj,, with i,j € {1,2};m € {1,2,3}, the system
(13) is mean square asymptotically stable with H,, norm bound y and performance indicators i)-iii) in Table 2 can be
satisfied as well, if there exist matrices P > 0,Q > 0,R > 0,® > 0, A,-T = A;such that

I; — A; <0, (14)

pillli — Ai) + Ai <0, (15)

0 (T — A) + A+ p; (T = Aj) + Ay < 0(i < j), (16)
-1 *

L/V{CZI'}ST —P} o=t (17)
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where

I = [T} + 2,11}, = [‘{I'J} oy Pl = AP+ PA+Q - 4R,

= 3 (GLBlF) 20t
m=1

W), =6:® -8R+ H! + H, —H} — Hs,

WY =H; —H, +H) — H}, W), = —2R— H, + Hy + H, — H3, ¥}, = —Q — 4R,
W31 = KinBiP, W) ) = 01m®, )
Wi, = 030,¥], = 0,0, YL = 65®, ¥, = 6R, VY, = 6R + 2H, + 2H},
Wi, — —2H, + 2HS Wi, — Wi, — —12R, !, = 2H, + H3,

WY, = 6R — 2H, + 2H3, Wi, = 6R, ‘P87 — —4H;,

Whnisn = KBl P, W mes) = —M, Wiy = D'P, Wy, = =771,
Oim =361 +302/m, Oam = 301 +282Am — Am, 03 = 381 + 38241 + 102/,
04 =361 +10241 +36273,05 =361 +16275 + 16273,

I} = 4 A'RA+ 3 B'RB+C"C+D'D,

(m+3)(m+3) — O2m @,

3
A= |A BiKinOBiK1BiK;2BiKjs005B;K 4BiK o ocB,-K]gD} :

m=1

0 3R]’
Hy
H, Hs;]

o = [RO
B = [0...0:3BK; 4BK3BiK;30] R = { }

¢=[C10...0u),D

= [v319...0u].H = [

Proof. Construct the following Lyapunov-Krasovskii functional

V() =X (OPK(E) + / | X(s)Qx(s)ds + / / v)dvds (19)
Then we have

[E{V(t)} < E{2xT(6)PX(t) + X7 (£)Qx(t) — XT(t — Tv)QX(t — Twr)

(20)
T (ORX() — T [, )’cT(s)RX(s)ds}
Recalling the memory-based ETM in (4) and the constrain of cyber-attacks in (9) yields that
E{V(D)} < B4 (0)Px(6) + X (OQx(E) - XT(t — Tw)Qx(t — Tu)
3
+T2XT(ORK(E) — Tu [y, XT(S)RX(5)ds — > imel (£)Den (t) + 07 (t) 21)

m=1
3
—Z[ (e ma DYMF (6 mah) = XT(OL'LX(O)] + 2 (021 () - vaT(ow(t)}.
For convenience of description, we denote
() = [0 ¥ (e~ 70) K (¢~ T L O (0 G0 () o (0)]

where  (I(6) = [e](€) () €5(0)], Eh () =y Ji o X (8)dS, (D) = e Sa ¥ (s)dsand G (0) = [f (k) ()

f(tiah)).
Notice that E{& — a(t)} = O, [E{(& - oc(t))z} = 42, we can obtain that

E{X" ()Rk(t)} = ZZM%'"“C (ATRA+BTRB)g(t). (22)

i=1 j=1

Define
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T, = [1—10 010] T, — [110 04—21u],T3: {01—10\..’-_0,9],

T A O
T47[OIIO -0, —210.. 04] ,-:T,-C(t),(i:l,2,3,4),£21:{Ql}Qz {93}.
4

Applying the Wirtinger-based inequality in [18], the following inequalities are hold

— T /t A7 (s)Rk(s)ds < — M ?{R 0 }Qh (23)
e r(t)r OA 31122 .
_TM/HM X" (s)Rx(s)ds < —m_;"”r(t)gg{o 3R}Qz. (24)
Using the similar method in [17] for (23) and (24) follows that
~Tu fy, XT(S)RR(S)AS = —Tus fy_ X (S)RX(5)ds — Twr i KT (5)RK(s)ds
i M
ol o orlo (25)

Combining (21), (22) and (25) has
2 2
(v} < {ZZH (0T )} (26)
i=1 j=1

Similar to the method of dealing with the problem of asynchronisation of premise variables in [12], for A,-T = A; we have

2 2
{ZZM ,]L_, } {ZZH,H}& P, Hu - A ) + AM( )

i=1 j=1 i=1 j=1

(27)
+ZZ/«¢1 e [ —A) + (T = Ay) + Ai + /\j] C(t)}‘
i=1 i<j
So far, one can know that ()()()(14)-(16) are sufficient conditions to ensure
[E{V(t) + 2Oz (t) - waT(t)w(t)} <0 (28)

Under the zero initial condition, one can get E{z](t)z; (t) — " (t)w(t)} < 0 for w(t)=0, which guarantees the performance
indicator i) in Table 2. For w(t) = 0, it follows [E{ } < 0 from (28), which guarantees the networked ASS is mean square
asymptotically stable.

Define v = itng{V(O) + 5[ (Dzi(8) — ysz(t)w(t)}dt}. From (19) and (28), one can obtain that

>
xT(£)Px(t) < v. (29)

For convenience of representation, we use {z,(t)}, and {Cy;}, to denote the s-th line of matrix z,(t) and Cy;, respectively.
For s = 1,2, from (29) it yields that

Zu, [ OFCa}i{Cant (1) Zu,[xT OPIPH{Ca)[{Carb P HPIx(e
gimax{zz:;u' [Pi%{czi}:{CZi}SP 2 }XT (30)

< }Lmax{iﬂ [P HCaE Gt P Y] }

where /m.{-} represents the maximal eigenvalue.
By using Schur complement to (17), it follows that
vP’f{Cz,}s{Cz,} P’7 <Is=1,2). (31)

Combining (30) and (31), for s = 1,2 one can obtain
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max|{z () maxHZu,[ O{Card {Carhox(0)]ll, <1 (32)

which ensures the performance ii) and iii) in Table 2. The proof is completed.

Remark 6. Theorem 1 presents a sufficient condition such that the system (13) is mean square asymptotically stable with an
H., norm bound y. It is based on the simple Lyapunov-Krasovskii functional (LKF) (19). If we replace the LKF with a new one
as that in [34], a better condition can be derived, but it may be more complicated.

Theorem 2. For given positive scalars Am, Tm, p;, 0}, 0, &, ; and &, the system (13) is mean square asymptotically stable with
H,, norm bound y and performance indicators i)-iii) in Table 2 can be satisfied as well, if there exist matrices

X>0,Q>0,R>0M>0,0>0,AT = Awith i,j € {1,2};m e {1,2,3} such that

:11 * * * *

A B % % x

wmB 0 E o« x| <0, (33)
c 0 0 —I =«
D 0o 0o 0 Il

B s s o«

WA s x

wmB 0 E o« x| <0 (34)
C 0 0 I =«

D 0 0 0 -I]

Bl o« s o« x|

A B o+ %

wB 0 2« x| <0(i<j),

C 0 0 —I =«

D 0 0 0 I

_;IVX{CZi}Z ] <oe=12 (36)
fz:{g R*}o. (37)

E=eR-26X,E) = Wi - A, Bl = p, (kiﬂ'" _ i\,-) A,
= p; (‘P” - Ai) +A +pi(\ijﬁ *]\j) + A,
[‘P”f] W= XAT + AX +Q —4R,
12x12
~ a2 3 ~ ~ ~ ~ ~
P = Z(Y}mBI) ~2R-H; —H, — H} — Hj,
m=1
Wi, = 6,® — 8R+H] + Hy — H] — Hj,

\'Pg] :Ifll —;12 +I:I£—I:Ig,"ijgz = —2;2—1?11 -‘rlfg-i-;lz —1:137@23 :—6—472,

ij T pT \yij H pi _
¥ (m+3)1 — Y}mBl 7lP (m+3)2 = 01n®, lP(m+3~)(m+3) = 0on®,
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Wi, = 030, Pl = 04®, WL = 05®, W, = 6R, W, = 6R+2H, + 2HI,
W, = —2H, + 2H}, WY, = W = ~12R,¥Y, = 2H, + Hs,
‘sz = 6;?—21?12 + 21?137\1"?;3 = 6;31 \Pg7 = _4H3’

Ve =AY B W) =M,V =D" ¥/, , = I,

m+8)1 jm=i> m+38)(m+8)

3
A= {A,-XZB,-YMOB,-YJ]B,-YJ-ZB,-Y]gOOuBiYﬂ aB;Yj ocB,-Y]gD] ,
m=1

; oy ey -_[R 0
B= I:O.A.OOCBiYJ']OCBiY]QOCB,'Y]gO:I 7R = I: :|,

4 0 3R
~ ~ ~ I}] *
C= [Cl,-xo,..ol,p {\@LXO,..O H=|_" 7.
N—— N——
11 11 H, Hs

Moreover, the proposed controller feedback gain can be computed as Kj, = Yju X', ® = X '0X "

Proof. Define X =P ' J, = diag{X, X 1},]2 = diag{X.X.1,1},] = diag{J,.J,}, and ® = X®X, H; = XH,X, H, = XHIX H; =
N———

ﬁ] *
H, Hs
Using Schur complement to (14) yields that

XHIX,H = R=XRX, R= {g gk},é—xaxﬂ—xzwx,yjm = KimX.

TvA R & * %

vB 0 _R! %« % | <O (38)
C 0 0 -1 x

D 0 0 0 -I

Notice that

—PR'P< —2¢P + &R (39)

It can be concluded that (33) is a sufficient condition to ensure (38) holds from (39) and pre- and post-multiplying (38)
with J. Similarly, we can obtain (34), (35), (36) and (37). This completes the proof.
As stated in Remark 5, by selecting m = 1 and §, = 0, the memory-based ETM can be degenerated into a traditional mem-

oryless ETM. Similar to Theorem 2, we can obtain the following results.

Corollary 1. For given positive scalars Ty, p;, pj, %, &, 6 and ¢, the system (13) is mean square asymptotically stable with an
H., norm bound 7y and performance indicators i)-iii) in Table 2 can be satisfied as well, if there exist matrices

X>O,é>0,1~€>0,M>O,<i)>0,/~\iT:/~\iwith i,j € {1,2} such that

B * * x ok
A B k% %
wB 0 E o« x| <0, (40)
c 0 0 I =«
D 0 0 0 Il
ERREEE
WA E x o+ x
wmB 0 E o« x| <0, (41)
c 0 0 I =«
LD 0O 0 0 -Il
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x4 * * * *

‘L'M.:4 = * * *

wmB 0 E o« x| <0,(i<)) (42)

C 0 0 -I =«

D 0 0 0 I

- Flc0.(s=1,2 43

i _X]< (5=1,2) (43)

. R =«

R=|~ . | >0 (44)
H R

where

E=e?R-2eX,E = Wi - A, 50 = pi(P - A) + A
=)= (¥~ A) + At py (B - &) + A,
(9] @l =XAT +AX+Q 4R,
Wi, = Y'Bl —2R—H; —H, — H} — H3,
Pl = 5&)781~?+151{+IEI1 —ﬁlg —Hs,
Y —H, — Hy + H] — H}, Wi, = ~2R—H, + H} + H, — H;,
Wi — — Q4R W, = YTB, W, = 260, Wi, — 450 — &,
Wi, = 6R, P, = 6R+2H, + 2HI, Wi, = —2H, + 2HI,
P = Pl — _12R WL, = 2H, + H;, WL, = 6R—2H, + 2Hs,
Wi, — 6R, W, — —4H,, ¥i, = aY'B!, Wi = — M,
Py, = D" P, = —*I, A = [AXB;Y;0B;Y;003B;Y;D],
B=[0...0:8BY,0],C = [CiXQ...0:],

Hy +

i R{R ow]
H, Hs 0 3R

Moreover, the proposed controller feedback gain can be computed as K; = Y;X ™', ® = X 10X .

P=[re. o) H=

4. Simulation

In this section, the proposed method is applied to the model of the ASS in [11] to manifest its advantage. The sprung mass
m; varies from 230 kg to 470 kg and the other nominal parameters of the ASS are listed in Table 3.

A shock road profile is considered in this example, which is a kind of discrete event with short time and high intensity. It
can be modeled by

4(1—cos(2%t)),0 <t <
Zm{ﬁ os(00). 0 < £ < .
0,t>¢
0

where A and [ refer to the height and length of the bump respectively. Here we select A = 0.06m,[ = 5m,V, = 45km/h.

Suppose the sampling period h=0.01s,7=5,6; =0.01,4;, =0.5,4,=03,43=02,4=0.1,& =0.1,L = 0.5I,
p, =1.05,p, =1.01,&£ =0.1, and evaluation parameters Zyq = 0.03, 7y = 0.1.

To demonstrate the superiority of our proposed memory-based ETM, in the following, three cases listed in Table 4 are
studied.

Table 3
Nominal parameters of the ASS

my(kg) ks(kN/m) cs(kNs/m) ke(kN/m) ct(Ns/m)
100 30 1.2 200 160
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Table 4
Three cases for memory-based ETM

X. Sun et al./ Information Sciences 543 (2021) 1-17

Case m 52 attack period Data releasing rate
i) 1 0 0-5s 46.10% (0-5s)
ii) 3 0.1 0-5s 56.80% (0-5s)
iii) 3 0.1 3-4s 60.00% (3-4s)
3 0.1 3-4s 52.00% (4-5s)

Case i): The ETM is degenerated into a memoryless ETM with m = 1 and §, = 0 (the general ETM). By using Corollary 1,

—0.0387
—0.0091
-0.0016 |’

we can get
09730 -0.0104 0.0383
®— 10 x -0.0104 1.2816 0.0032
0.0383 0.0032 0.0016
—0.0387 -0.0091 -0.0016 0.0016

K; =10% x [0.5539 9.0675 -1.7368 1.1312],
K, =10% x [0.1288 3.9748 —1.9035 0.2272].

Body acceleration(m/sz)

Suspension deflection(m)

Active suspension with ETM
— — —Passive suspension

I L L L ! L

0.02

-0.02

-0.04

-0.06

2 25 3 35 4 45
Time(s)

Body acceleration.

Active suspension with ETM
— — —Passive suspension

L L L L L L

2 25 3 35 4 45
Time(s)

Fig. 4. Suspension deflection.

(46)
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It should be noted that Corollary 1 is derived based on the lemma of Wirtinger’s inequality which can lead to less con-
servative results. By using Corollary 1, the minimum of y is 1.7569, while the minimum of y is 4.5127 when using the method
based on Jessen inequality in [11].

The black solid lines in Fig. 3-5 plot the responses of body acceleration, suspension deflection and the tyre deflection,
respectively under (46), from which one can see indicators in Table 2 can be ensured to a certain lever under the shock road
profile and random cyber-attacks. One can obviously see that indicators of the networked ASS in Table 2 by using the gen-
earal ETM are better than that of the passive suspension which are plotted with red dash lines in Fig. 3-5. The releasing time-
sequence depicted in Fig. 6 proves that many data packets are discarded by this kind of ETM. see Fig. 4

Case ii): This case utilizes the proposed memory-based ETM in this study by setting m = 3 and 6, = 0.1. Using Theorem 2
follows that

3.0935 -0.3092 0.1199 -0.1206
—-0.3092 4.8917 -0.0022 -0.0246
0.1199  -0.0022 0.0050 —0.0048 |’
—0.1206 -0.0246 -0.0048 0.0052

Ky =10% x [0.4900 3.6494 —0.7576 0.4145],

Ky =10% x [0.6139 3.8605 —0.7103 0.4718],

K13 =10% x [0.4922 3.0093 —0.5487 0.3769],

@ =10% x

Ko; =10% x [0.0484 1.6545 —0.9108 0.0822],
Ko =10% x [0.0342 09318 —0.5309 0.0478],
Ko =10° x [0.0297 0.5580 —0.3343 0.0301].

The blue solid lines in Fig. 7-9 present the responses of body acceleration, suspension deflection and tyre deflection,
respectively under (47). Furthermore, it can be seen that the performance of the networked ASS using the memory-based
ETM is better than that of the networked ASS using the general ETM, where the black dash lines are the responses of net-
worked ASSs using the general ETM (Case i). Fig. 6 and Fig. 10 show that the average data releasing rate 0-5s of the net-
worked ASS with memory-based ETM is higher than the one with the general ETM, that is to say, the system with
memory-based ETM receives more data for getting a better performance when the system subject to deception attacks
and road disturbance. Moreover, the memory-based ETM in Case ii) is more sensitive for deception attacks and road distur-
bance than general ETM in Case i), which is contributed to the item 2 [9] (t)®9,(t) + 95 (¢)®9:(t)] in the proposed memory-
based ETM. see Fig. 8

Case iii): To better manifest the sensitivity of memory-based ETM for deception attacks, we suppose the random decep-
tion attacks only occur during 3-4s.

Fig. 11 and Table 4 show the releasing time-sequence under this scenario, from which one can see clearly that the average
data releasing rate during 3-4s is much higher than the one during 4-5s, which leads to a better control performance of the
system against deception attacks.

0.015 T T T T -

Active suspension with ETM
— — —Passive suspension

0.01

0.005

Tyre deflection (m)

-0.005

-0.01 1 1 1 1 1 1 1 I L
0 0.5 1 1.5 2 25 3 3.5 4 4.5 5

Time (s)

Fig. 5. Tyre deflection.
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0.16

0.14

Release intervals

0.06

0.04

0.02

0.1

0.08 -

Fig. 6. Release intervals under Case i).

Body acceleration(m/sZ)

Memory-based ETM
—-—-ETM J

0.5 1 15 2 25 3 35 4 45 5
Time(s)

Fig. 7. Body acceleration.

o
o
>

o
o
&

o
o
B

o
o
@

o
o
o

-0.01

Suspension deflection(m)
o
o

-0.02

-0.03

Memory-based ETM| |
—-—-ET™M

L ! L L ! L L ! L

-0.04

0.5 1 15 2 25 3 35 4 45 5
Time(s)

Fig. 8. Suspension deflection.
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T

T

Memory-based ETM
——-ETM

25

Time (s)

Fig. 9. Tyre deflection.

3.5

4 4.5 5

0.14

012

0.1

0.08

0.06

0.04

0.02

Fig. 10. Release intervals under Case ii).
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Time (s)

3

(o0}

9]
19
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4.5 5

0.1

0.08

0.06

0.04
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(0]

Fig. 11. Release intervals under Case iii).
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5. Conclusion

In this paper, the problem of H,, memory-based fuzzy controller design has been studied for the cloud-aided ASS against
deception attacks. T-S fuzzy model is applied to model the nonlinearity of ASSs caused by the structural features of vehicle
and the variation of passengers. To deal with the problem of the limited network bandwidth and insecure wireless net-
worked ASSs, a new memory-based ETM was proposed, by which the average data releasing rate can be greatly decreased,
while a satisfied suspension performance under deception attacks was guaranteed by memory-based fuzzy controller. Com-
pared to the traditional ETM, the memory-based ETM we proposed can mitigate the occurrence of false triggering event due
to some sudden changes in ETM input, besides, it can increase the releasing rate when the system is subject to external dis-
turbance and deception attacks, which leads to a better control performance of the system. The efficiency of the proposed
memory-based ETM has been illustrated by a real quarter-vehicle suspension system. In future work, the problem of secure
control by utilizing the memory-based ETM to improve control performance under denial-of-service (DoS) attacks will be an
interesting and challenging issue to be investigated. Furthermore, some engineering issues such as state estimation of power
systems and sensor networks are worth studying by the methods with memory-based ETM as well.
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